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1
Decision/action requested

A new key issue on the secure negotiation of the user plane integrity protection capability is proposed to TR 33.853 [1].
2
References

[1]
3GPP TR 33.853 "Technical report on key issues and potential solutions for Integrity protection of the User Plane", S3-190014
3
Rationale

Integrity protection for the user plane is not currently supported in EPS. Neither it is possible to introduce it in a backward-compatible way. Therefore, in order to introduce such feature, it must be taken into account that upgraded entities (network nodes or UEs) supporting the feature will coexist and interact with legacy ones for a long period of time. Typically, this issue is addressed by the addition of a capability indication on the UE side to signal to the network whether the UE supports the feature or not. Since this is a security capability, if it is communicated in an unsecure manner, a man in the middle could remove the indication and deceive the network into not activating the feature. The integrity protection feature would be then vulnerable to bidding-down attacks. This contribution proposes a new key issue to address this. 
4
Detailed proposal

It is proposed to approve the changes below for inclusion in TR 33.853 [1].
***
BEGIN CHANGES
***

5.x
Key Issue #x: Secure negotiation of integrity protection support in EPS

5.x.1
Issue description

Integrity protection for the user plane is not currently supported in EPS. Neither it is possible to introduce it in a backward-compatible way. Therefore, to introduce such feature, it must be considered that upgraded entities (network nodes or UEs) supporting the feature will coexist and interact with legacy ones for a long period of time. It is then expected that the network and the UE must be able to negotiate the support of such feature to be able to activate it in the first place. If this feature is not securely negotiated, a man the middle can deceive the network into not activating the feature. In other terms, the feature would be vulnerable to bidding-down attacks.
5.x.2
Network options affected

This key issue is applicable to the following network options:

- Option 1 - eUTRA with EPC

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT
5.x.3
Threat description

In case the negotiation of the user plane integrity protection feature is not secure, a man in the middle could deceive the network into not activating the feature.
5.x.4
Security requirements 

The system shall support a secure negotiation of the user plane integrity protection feature. 
***
END OF CHANGES
***

